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Satellite communications (SATCOM) is an essential requirement for today’s transformational net-centric force.  Unfortunately, existing and planned military SATCOM (MILSATCOM) is not projected to meet the warfighter’s increasing demand for capacity.  Commercial SATCOM (COMSATCOM) has been used over the past decade to fill this gap.  Despite concerns about COMSATCOM attributes, it will remain an essential part of the American way of war.  The Department of Defense (DoD) must strategically plan its COMSATCOM capacity needs and should use prepositioned COMSATCOM bandwidth to augment MILSATCOM to meet Combatant Commander (CCDR) warfighting needs. 
The MILSATCOM Capacity Problem
Recent expeditionary engagements, such as OPERATION Iraqi Freedom (OIF) and OPERATION Enduring Freedom (OEF), have taken place in regions that either lack sufficient terrestrial communications infrastructure to provide dedicated, secure communications to the warfighter, or where the infrastructure was destroyed to deny enemy access.  SATCOM represents the most flexible, continuous, and secure means of delivering communications capability to the warfighter in under-developed regions of the world.   SATCOM allows the Joint Force commander to limit the military footprint in theater by providing strategic reach to Command and Control, logistics, intelligence and other elements that can remain within the United States.
  The lack of assured communications increases the risk assumed by forces operating in the AOR, particularly as military formations are increasingly more reliant on non-line of sight communications.     
The military has struggled for decades to provide sufficient organic MILSATCOM to meet its needs, but MILSATCOM capacity has consistently and significantly lagged behind warfighter needs.  A quick comparison of SATCOM requirements growth in the U.S. Central Command (USCENTCOM) Area of Responsibility (AOR) since Desert Storm illustrates the capacity gap for deployed forces.   According to a presentation by Mr. Ron Dixon, a SATCOM planner for USCENTCOM, at the DoD Commercial SATCOM Conference in November 2007, during OPERATION Desert Storm, USCENTCOM’s total communications capacity needs across all media (fiber optic trunks, MILSATCOM and COMSATCOM) surged to 47 Megabits per second (MBps) and remained at that level despite the drawdown of forces during steady-state no-fly zone enforcement (OPERATIONS Northern Watch and Southern Watch).  Following 9/11 and during the build up to OIF/OEF, bandwidth requirements surged again – growing 50 times to 2.3 Gigabits per second (GBps) in 2003.  By 2007, the requirement had tripled to 7.7 GBps – with over 54% of all communications traversing COMSATCOM links.

Operationally, it is infeasible to place restrictions given the exponential growth of demand, which is expected to continue to grow at a high rate for the foreseeable future.  Therefore, bandwidth capacity cannot be managed by restricting demand.  Forecasting future increases is difficult at best due to technological developments in nearly every market segment, however DoD’s fielding of increasing numbers of net centric systems, such as advanced Unmanned Aerial and Surface Vehicles and the Army’s Future Combat System, increases are a certainty.  Future military operations will see increasing reliance on communications from the strategic to the tactical level of war.  With demand growing, the best option is to manage the supply of SATCOM. It is unacceptable to deny the warfighter the required bandwidth to operate the weapons systems that we have spent billons on due to bandwidth limitations.

Traditionally, the SATCOM capacity debate has suffered from diametrically opposed viewpoints.  Budget managers tend to view unused SATCOM capacity as a lack of return on investment.  The operational community views that same unused capacity as an “operational reserve.”  To date, the budget managers have won the debate despite the increasing bow-wave of communications requirements arising from DoD’s rise of massive data requirements, full motion video, and hi-definition imagery processing. 

Future SATCOM projections reflect continued MILSATCOM shortfalls.  In the Wideband SATCOM arena alone, US Army Strategic Command (US Strategic Command’s Wideband SATCOM Systems Expert) expects a consistent 8.3 – 8.5 GBps global capacity gap through FY10, despite the additional bandwidth gained through the planned launches of three new DoD Wideband Global SATCOM (WGS) system satellites.  By Fiscal Year 2012 (FY12), the forecasted gap is expected to grow to 17.4 GBps, even with a total of five WGS satellites on orbit.  Beyond FY12, the estimated shortfall grows to 34 – 38 GBps (only limited by ground terminal availability).  Since the 2005 Wideband Roadmap study, Australia has agreed to partner with the US for a sixth WGS satellite, however this would only nominally reduce the gap by another 3 GBps.
  
Narrowband MILSATCOM, a critical communications capability for both the forward-most deployed tactical users and theater-level operational users, suffers from equally significant shortfall projections.  For OIF/OEF, military narrowband SATCOM capacity was 20% below the operational need – roughly 1 in 5 warfighter requirements were unmet.  In the near-term, this gap is increasing.  Though projections vary, most experts believe requirements for this band will be four times the capacity of the existing narrowband constellations by 2010.  At the same time, several satellites within the existing constellation are reaching end-of-life, most notably LEASAT 5 (a commercial satellite leased in total by DoD), or have failed, such as Ultra High Frequency Follow-On (UFO) satellite F3 did in June 2005.
  The result:  a projected capacity gap in the next couple of years that DoD is scrambling to fill.

COMSATCOM Fills the Gap

The ongoing disparity between supply and demand for SATCOM capacity has led to a tremendous reliance on COMSATCOM by DoD.  Commercial SATCOM has been used to satisfy warfighter needs for all SATCOM applications except protected communications.  DoD has one constellation of ultra-hardened, low-bandwidth, communications satellites and several specialized payloads on other satellites, to meet its protected (anti-jam, anti-scintillation) requirements.  These MILSATCOM requirements are primarily focused on providing essential national command and control.  In terms of warfighter capacity needs, commercial SATCOM is capable of meeting military capacity requirements today, albeit without the organic protection capabilities of MILSATCOM.

One of the most contentious arguments in the ongoing COMSATCOM debate is the issue of cost.   The US has substantially increased its spending on satellite assets from $15 billion in 2000 to a projected $28 billion in 2010.  More than $18 billion is spent annually on the development of space systems.  In 2006, DoD reported $376 million in COMSATCOM leases, accounting for 5.5 Gigahertz (GHz) of leased capacity (or over 5.5 Gbps of effective throughput, as a very rough order of magnitude measurement).  Commercial Fixed Satellite Services, which is comparable to military wideband SATCOM in function, accounted for 76% of this capacity.  The remaining 24% was expended on Commercial Mobile Satellite Services (MSS), which fills a similar role to military narrowband SATCOM and is largely geared to highly tactical or mobile operators.  Two companies, Iridium LLC and Inmarsat, account for nearly all the Commercial MSS contracted.
     The Defense Information Systems Agency (DISA), as DoD’s primary procurement source for COMSATCOM, has been spending $300-$350 million annually since 2003 for commercial satellite leases. The U.S. is currently modernizing its military satellite capability at a projected cost of $100 billion over the next ten years.
  

The use of COMSATCOM by DoD includes several elements of risk that must be considered:  protection, cost, and availability.  Most detractors cite protection issues as the number one risk faced by DoD when using COMSATCOM.  Today’s commercial satellites are not built to operate in a contested environment; however it has several unheralded protection features that are often overlooked.  Most significantly, the COMSATCOM sector consists of nearly 300 individual satellites, each carrying traffic from an international cast of thousands of individual entities.  Attack (kinetic or non-kinetic) on a commercial satellite, which would likely succeed due to lack of hardening and protection features, would invite condemnation from the international community.  In fact, many less technologically advanced adversaries, who do not have their own organic satellite constellations, may be using commercial SATCOM themselves for their own C2, which would make attack illogical.  Conversely, attack on a military satellite owned by a single nation, particularly a reversible, non-kinetic attack, may not entail the same degree of political risk of alienation for attacker.   The broad nature of the commercial SATCOM market and associated constellations also provides an adversary a much larger target set upon which to act than comparable military satellites.
  While MILSATCOM is generally more protected than COMSATCOM, not all MILSATCOM has robust protection attributes and DoD simply has not built enough MILSATCOM capacity to meet the warfighters’ needs.  
Cost is often the most contentious factor in the DoD SATCOM debate.  Of the few unbiased studies conducted comparing MILSATCOM and COMSATCOM, most studies found the overall cost was virtually inconsequential once all factors were considered.  For example, in 2000, a RAND study concluded that very little cost differential exists, hypothetically, between building DoD-unique communications satellites and leasing commercial capacity.  The study also found that long-term leasing was more economical than short-term leasing, even if DoD overestimated demand and were to lease more capacity than it actually used (wasted capacity).  Furthermore, the study concluded that since the economics between building custom satellites and leasing capacity yielded no appreciable difference (given a five-year delay for a MILSATCOM launch), DoD should make decisions based on operational characteristics rather than price.
Despite cost and protection risks, DoD has practical reasons for including COMSATCOM in its long-term communications portfolio, aside from the additional capacity COMSATCOM offers.  COMSATCOM is a real asset in a coalition environment where each coalition partner may bring a completely unique communications infrastructure.  Very few coalition partners will have unfettered access to U.S. MILSATCOM ground terminals and associated cryptographic materials, but all certainly have access to COMSATCOM equipment and bandwidth.  Further, COMSATCOM providers often have resolved “landing rights” issues in foreign countries – many have received permission from host nations to operate their types of equipment and have already deconflicted frequency issues.

Unfortunately, several trends have surfaced with regard to future SATCOM demand; trends lead to the conclusion that commercial satellite bandwidth may not be available if not planned for in advance.  First, transponder utilization rates, or the amount of commercial capacity in use at any given time, have steadily increased over the past decade.  The current global utilization rate hovers at 68.5%, up from only 50% in several regions only 10 years ago.  Industry analysts predict a high likelihood that utilization rates will drive to 80% in the future, largely because private equity owners of the major commercial satellite owner/operators “have placed greater emphasis on corporate profitability and the industry continues to consolidate as smaller owner/operators are acquired by larger companies, as seen most recently by the Loral Skynet/Telesat merger.”
   Borrowing an analogy from the commercial airline industry, higher transponder utilization rates may make it “harder to find a seat” on many high demand commercial satellites, particularly in the areas DOD may most need capacity.
.

Solution: Prepositioned Bandwidth
A viable solution to DoD’s acute capacity shortfalls, considering the decreases in excess capacity within the commercial market, is procurement of Commercial SATCOM in advance of a contingency, otherwise known as prepositioning bandwidth.    
The idea of prepositioning war materials and capabilities is not a new one.  Today, DoD prepositions and maintains quantities of equipment and supplies (War Reserve Stocks) at strategic locations worldwide for rapid deployment to theaters of operation.  Combatant Command planners count on these stocks as critical components to theater contingency, operational and crisis action plans.  The concept is so fundamental to our global military response options that DoD takes great pains to procure, maintain, and ensure deployability of these assets.

DoD policy includes COMSATCOM as part of its future architecture and includes the option for prepositioning.  The Assistant Secretary of Defense for Networks and Information Integration has included COMSATCOM in the department’s current communications roadmap, the Transformational Communications Architecture, and will include COMSATCOM in the next architecture update with even greater fidelity.  While this is a key step, the department’s procurement approach does not fully address any strategic forethought for acquiring COMSATCOM.
  While the contractual mechanism exists for prepositioning COMSATCOM, today very little SATCOM is prepositioned.  Of the Service Departments, only the US Navy consolidates COMSATCOM requirements into a single program of record to provide capacity across the entire range of operations.  Due to funding and operational uncertainty, most COMSATCOM capacity continues to be purchased on the “spot market” (unplanned purchases for capacity at the current negotiated market price).  Fortunately, DISA has managed to leverage the Department’s buying power to keep DoD’s spot market purchase prices remarkably low, averaging 16.5% below average market price in 2006.
  However, DISA continues to be limited by the fundamental nature of DoD SATCOM purchasing practices – COCOMs, Services and Agencies must provide funding for DISA to execute leases in advance of procuring capacity or services. 
 
Operationally, prepositioning capacity yields significant benefits to the warfighter.  By procuring leases in advance of a contingency, the warfighter has much greater assurance that the leased commercial capacity meets both the operational need and standards for service.  The Joint Staff J-6 issued direction in its 21 Feb 06 “Net-centric Assessment of COMSATCOM Capabilities,” which prescribes the required attributes for DoD COMSATCOM procurements.  Prepositioning of capacity fully satisfies three of those attributes (responsiveness, capacity and coverage) and greatly reduces uncertainty for the remaining attributes (portability, flexibility/optimization, NetOps capability, and protection) before crisis action planning begins.
  The alternative, ad hoc purchase on the spot market during a crisis, leaves the planner settling for whatever capacity is available, often without time or ability to maximize vital protection concerns.  Further, and more importantly, prepositioning of capacity ensures that warfighters have assured access to vital COMSATCOM capacity in a constricting market.  This is particularly important in developing areas that are currently underserved by the commercial market, such as the western Pacific Rim, Africa, over-water regions, and areas where bandwidth is at a premium due to market saturation, such as Europe. 
 

DoD has numerous prepositioning options to choose from, several of which have already been implemented on a trial basis.  Of those options, three are perhaps the most attractive:  prepositioning capacity by region, provisioning global “portable bandwidth,” and prepositioning capacity based on DoD Gateway capabilities.  Each of these options, however, has strengths and weaknesses that must be considered.

Regional prepositioning of bandwidth by COCOMs is the most straightforward approach, and one that closely aligns with theater operational planning processes.  Since COCOM J6 SATCOM planners are most familiar with operational needs associated with both steady-state operational planning and the theater’s existing Operations Plans (OPLANs) and Contingency Plans (CONPLANs), each individual COCOM, with support from USSTRATCOM, can project the appropriate capacity needed to ensure theater plans are viable and executable.  USSTRATCOM has embarked on a multiyear effort to build enhanced apportionment estimates for MILSATCOM which will aid geographic COCOMs in determining their needed MILSATCOM to COMSATCOM balance.
  While this approach is compatible with existing planning processes, it is not the most efficient in terms of global resource use, as theater geographic boundaries do not readily correspond to SATCOM capability on orbit.  Additionally, critical global enablers, such as U.S. Transportation Command, U.S. Joint Forces Command, and several defense agencies, do not constrain their operations to geographic COCOM boundaries. 
Another viable option for prepositioning bandwidth is to procure globally “portable bandwidth.”  Over the course of the past five years, several COMSATCOM vendors and owner/operators have offered bandwidth on a global basis to flexibly support warfighter needs.  The customer simply determines a set amount of bandwidth to purchase, and the vendor makes that capacity available on a global basis, within some contracted constraints.  The U.S. Marine Corps (USMC) has made good use of this concept for its SWAN (Support Wide Area Network) program.  By partnering with Arrowhead Global Solutions via DISA’s current commercial SATCOM contract vehicle, the Marine Corps constructed two pools of regionally portable bandwidth.  The first pool is centered on the continental U.S. and can be ported to support missions in Europe, Southwest Asia and Central Asia.  The second pool supports USMC Pacific Rim operations across the entire PACOM area of responsibility. 
  While this concept is a very attractive one, it also comes with significant considerations.  Globally portable bandwidth comes at a premium price, estimated at 30% over comparable bandwidth over a specific area (the actual amount is difficult to estimate due to regional, demand-based price fluctuations).  Additionally, further constriction of the COMSATCOM market may eventually degrade commercial providers’ ability to provide the service, due to the significant amount of latent bandwidth that must be available on their global network of satellites in order to assure contract satisfaction for this service.  

As a more cost-efficient and operationally flexible option, COMSATCOM could be prepositioned by DoD Teleport site.  Today, DoD maintains a global network of six major SATCOM ground entry nodes capable of supporting nearly all the SATCOM bands warfighters typically operate in.  Included in this capability, each DoD Teleport has four terminals dedicated to COMSATCOM capabilities (two C-band and two Ku-band terminals at most sites).
  These Teleports are truly joint capabilities designed to extend communications to tactical users and are being equipped with next-generation Internet Protocol SATCOM modems.  With this concept, the Joint Force would have, as a minimum, ready and available COMSATCOM capacity on a global basis.  Taken further, the combination of the Teleport’s next-gen satellite modems and prepositioned bandwidth holds the promise to create a global “always-on” SATCOM network that warfighters can, within technical limits, join and leave at will, in a similar fashion as more ubiquitous terrestrial wireless networks do today on a smaller scale.  All this could happen with less service preemption than today’s construct, as traffic will be managed at the router level, rather than by which users procure the service.  The primary challenges for this option are developing a viable management construct and optimizing COMSATCOM footprints to accommodate the maximum number of high priority users.  Assignment of a single global manager, with sufficient oversight capacity and ability to execute funding, is required to execute this option.  This manager’s primary challenge will be to select appropriate downlink beams to maximize usable capacity for the largest number of users, given that COMSATCOM footprints are often shaped to optimize commercial use.  

Conclusion
SATCOM will continue to serve as the primary means for operational and strategic communications for the deployed joint warfighter.  SATCOM access and adequate capacity, whether commercial or military, is required by the warfighter to accomplish the mission in a network-centric age.  MILSATCOM alone cannot meet the military’s demand nor is it feasible for MILSATCOM to meet the projected, ever-increasing demand in the future.  The Department of Defense can ill afford to accept the risk incurred by not fielding enough SATCOM to meet the joint warfighting need.  Reliance on unplanned purchases runs the risk of COMSATCOM not being available when it is needed.  MILSATCOM has the advantages of built in protection technology, and serves a necessary purpose.  Restrictions on coalition partners in the use of MILSATCOM necessitate an alternate means of communication.  COMSATCOM allows for coalition partner access and is available over a much wider area of the globe.  The necessity for DoD to establish a pool of pre-positioned commercial bandwidth to meet global contingency plans and training requirements is apparent.  Adequate SATCOM capability and capacity that is “instantly available” to support a highly deployable force that more heavily relies upon network-centric enablers to serve as the basis for the military’s command and control construct is a real need.  Establishing a balanced network of MILSATCOM and COMSATCOM that can adequately support global contingency plans is the right method for managing global access.  Key civilian subject matter experts must be included in the planning process to ensure that COMSATCOM is positioned properly to meet operational needs.  COMSATCOM has the flexibility to meet increases and decreases in demand that MILSATCOM cannot offer.   Maintaining and managing a balanced mix of both military and commercial capabilities will efficiently and effectively provide the access to satellite communications that is required to overmatch our adversaries and quickly defeat the threat.
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