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Introduction
A photograph captures a squad mounting an American flag at the top of Mount Suribachi on the island of Iwo Jima during the Pacific campaign of World War II.  It is used to galvanize the US effort to finance the war, imbuing Americans with the idea that they are winning the war, while causing the Japanese to question the inevitability of victory.

A television camera captures another squad attaching a flag to the face of a Saddam Hussein statue during Operation Iraqi Freedom.  Shortly thereafter, it is sheepishly removed, before the statue is torn down by an Iraqi mob.  What message has been conveyed?
Detainees at Abu Ghuraib are humiliated in various ways in 2004, and the unprofessional acts of individuals in one unit are caught on film and released online.  The effect throughout Iraq is a nearly complete loss of legitimacy for the United States and our efforts in that country.  While the hubbub is brewing, an American cell phone contractor, captured by insurgents, is filmed being slowly decapitated with a dull knife, and the video is released online.  There is no noticeable reduction in the outrage over the Abu Ghuraib incident, and the effort to win hearts and minds in Iraq continues to be an uphill battle.
The examples above illustrate the importance of dominating the information environment in the modern battlefield.  It is crucial to attaining our strategic objectives.  America's foreign policy, simply put, is to promote political and economic freedom.  Not everyone agrees with this goal, and many are willing to oppose it with all the means at their disposal.  Achieving our national security objectives in this century requires more than the effective execution of superior conventional military strength when we meet this opposition.  It is the strength of our ideology that ultimately constitutes our informational center of gravity, and it is on this strength that we must capitalize.  At the national level, Strategic Communications is the means by which the United States sends its international message.  Information Operations (IO), an integral part of Strategic Communications, is ultimately the means by which the military and other federal agencies leverage the intrinsic legitimacy and appeal of our objectives when conducting operations.  It is also the means by which we leverage our innovation to undercut any non-conventional strengths our enemies might possess.
The questions that remain are how to effectively educate and train our total force to conduct IO, and how to effectively incorporate IO into both our planning and execution processes.  This paper aims to address these topics, adding to the existing literature the following premise: in order for the United States to achieve its strategic objectives, the military and other federal agencies must develop more effective IO training and education.  In addition, the means by which the military and other agencies incorporate IO into their planning and execution require serious structural and procedural overhauls, including the creation of a unified command and joint IO task forces to coordinate IO resources and activities.
Background
Current Joint Doctrine defines IO as “the integrated employment of the core capabilities of electronic warfare, computer network operations, psychological operations, military deception, and operations security, in concert with specified supporting and related capabilities, to influence, disrupt, corrupt or usurp adversarial human and automated decision making while protecting our own.”
  Now, more than ever before, it is essential that our leadership, at all levels, understands and leverages the power of IO to gain a positional advantage.

The Chairman of the Joint Chiefs of Staff set the stage by clearly stating the need for information superiority in Joint Vision 2020, noting that “the transformation of the joint force to reach full spectrum dominance rests upon information superiority as a key enabler.”
  Information superiority is defined as “the operational advantage derived from the ability to collect, process, and disseminate an uninterrupted flow of information while exploiting or denying an adversary’s ability to do the same.”
  Information superiority provides the joint force a competitive advantage because it equates to superior knowledge and decision-making. The joint force must be able to leverage a superior information gathering capability, convert it to a superior knowledge of the environment, and achieve "decision superiority.”  This means better decisions arrived at and implemented faster than an opponent can react; or, in a non-combat situation, at a tempo that allows the force to shape the situation and react to changes to accomplish its mission.

In current operations, the strategic center of gravity is often characterized as partially or totally relating to public opinion.  Release of timely, clear, and credible information is absolutely essential to gaining public support for US national objectives and influencing the opinions of those who are frequently surrounded by our adversaries.  The full-spectrum of actions included in IO support, including operational security, psychological operations, electronic warfare, targeting of command and control facilities, military deception, computer network defense, computer network attack, civil affairs, and public affairs, must be considered.  Furthermore, IO must be conducted continuously during peacetime and war: in other words, throughout every phase of the plan, especially when no plan exists.  This idea is nothing new: military theoreticians have always appreciated the value of controlling the information environment.  It has new currency in the ideological struggle that promises to dominate the 21st century.

Although the term “Information Operations” is relatively new and has only been used as part of the military lexicon since 1996, many of the individual activities that IO encompasses have been around for many years. The ancient Chinese used elements of IO as early as 500 years B.C.E.  In the Art of War, Sun Tzu emphasizes the importance of military deception, psychological operations and other capabilities that are now under the umbrella of IO in our current construct.  Closer to home, and the current era, the United States Army conducted its first modern IO the American Civil War.  It used the electric telegraph for the first time to communicate, and there were numerous instances where forces from both North and South conducted operations to disrupt or exploit the information of their enemy.  Both sides also learned ways to protect their information by physical means, as well as encryption. These operations fall under the category of what we refer to today as Information Assurance.  
The military focus on IO has come a long way since the days of the Civil War. The telegraph has been replaced by a global network that uses radio, video, computers, and satellites to pass enormous amounts of information at unprecedented speeds. US Army doctrine developed from what was first referred to as Information Warfare in the 1970s, to what the Joint Vision 2010 renamed Information Operations in 1996.  The 2001 Quadrennial Defense Report identified conducting effective IO as one of the six critical operational goals that focus transformation efforts within the Department of Defense.  Subsequently, the Defense Planning Guidance for FY 2004-2009 directed that IO become a core military competency, fully integrated into deliberate and crisis action planning as both a supported and supporting operation.

Education and Training
The education of our military in IO is an area that deserves significant attention.  Despite the elevated recognition of the importance of IO, we have been slow to educate our forces on the concept.  There are two distinct target audiences that require more effective training and education: those that are expected to advise the commander on IO, and those that are expected to implement it. 

The first audience includes the military professionals that actually plan and conduct IO. These individuals are the planners that coordinate the effects of IO, as well as the operators that execute the many core and supporting capabilities that fall under its umbrella. Operation Enduring Freedom has illustrated the shortage of trained professionals in IO.  For example, during a nine month period in Afghanistan, October 2002 through July 2003, the position of the Joint Task Force-180 IO Cell Chief changed hands six times.  Of the six officers that rotated through the position, only one had been educated and qualified in the field of Information Operations by his service.  While the operational tempo generated by Operations Iraqi and Enduring Freedom is no doubt partially to blame, we must nevertheless continue to broaden our base of officer and enlisted specialists that are educated and trained effectively in IO.
The other training audience, just as important as the IO professionals, consists of everyone else in our military: the total force.  This includes everyone, from the rifleman patrolling the streets of Iraq, to the senior personnel making strategic decisions in the Pentagon.  In today’s information age a bad tactical decision made by the corporal on the ground can have global strategic effects. Consider the actions of a few misguided, poorly led individuals working at Abu Ghuraib prison and the effects that they had on America's legitimacy in Iraq and the global community.  We need to prepare junior personnel with IO training that will emphasize our purpose and message, and highlight the significance of their actions or inactions. This training should be complemented with pre-deployment training that focuses on the beliefs and attitudes of the specific cultures involved with the operation that they are about to participate in. 
Senior officials and their supporting staffs also need better IO education. They need to understand the significance of the words they use when engaging in Public Affairs, making comments on globally available news outlets.  It is essential that they give much consideration to the vocabulary they choose, and whether it will be heard in the right context, or abused by those with differing agendas.  Does a word like “occupier” send the right message to citizens living in places like Iraq?
  How did the Islamic world view our President’s comment about our “crusade against terror” just a week after the September 11, 2001 attacks?
  Such language plays directly into the hands of our enemy, who wish to paint the struggle against western culture as a holy war.
Operational level leaders also need increased education and training in IO.  Often in the field they disregard the few hours of training received during their professional development courses, and focus on lessons that they personally learned from their own experience, especially those learned during the last major operation in which they participated.  While personal experience has always defined, and will continue to define, the effectiveness of the individual commander, this fact remains: the human facets of IO, especially psychological operations, rely on a solid understanding of, and the ability to empathize with, local cultures.  For example, numerous key leaders desired video PSYOP products in Afghanistan because that was what effectively influenced the populations of Kosovo when they were junior officers, deployed as part of Operation Joint Guardian.  They failed to realize that most Afghans do not have televisions, and video is not part of their daily lifestyle; therefore, they were not easily accessed or influenced by video products.  In fact, some Afghan Muslims believe that the Koran forbids reproducing the image of humans, and are consequently offended by some video products.
The Department of Defense (DoD) recognized this problem, as well as other shortfalls in the field of IO, and addressed them in their "IO Roadmap" that was published on October 30, 2003.  This report was the product of an oversight panel that managed fifteen separate studies. One of the twelve recommendations made by this panel was to “create a well trained and educated career workforce.”
  As a result of this document the DoD issued two separate instructions concerning IO on November 4, 2005. DoD Instruction 3608.11, "Information Operations Career Force” directed the establishment of an IO career force. This force was to consist of two categories: IO planners and IO capability specialists.  It also directed the establishment of mandatory and desired education, training and experience standards for IO operators to provide a DoD-wide common foundation of knowledge necessary for the career force.  DoD Instruction 3608.12, "Joint Information Operations Education” directed that the Joint IO Planners Course be created at the Joint Forces Staff College, and that graduate level Information Operations education be developed at the Naval Post Graduate School. This document also directed that Joint Professional Military Education expand on the knowledge of IO in the separate military services. Lastly this document created a Board of Advisors to oversee Joint Information Operations education.
The DoD is making progress.  The Joint Information Operations Planners course is now being offered at the Joint Forces Staff College five times a year.  Joint Pub 3-13, "Information Operations," was updated on  February 13, 2006.   In addition, the 2006 academic curricula of  the Joint Forces Staff College, The Army War College, The Naval War College, and the Marine War College each had one class on IO as part of their syllabi. The Air War College had one elective on Strategic Communication and one elective on Information Warfare.  This is an improvement over previous years, but there is more work to be done.

If our military wants to increase our effectiveness, we must ensure that there are continuous improvements to the education and training of our entire force in the realm of IO.  We have a long we to go.  As of October 2006 only about half of the Army’s authorized Information Operations career field positions were manned with school trained personnel.   We are making progress, but there is still much room for improvement.  Such improvement will not happen overnight: effective IO specialists take time to develop.  However, the vast pool of personnel with operational experience created by Operations Iraqi and Enduring Freedom should allow us to augment our schoolhouses to effectively broaden our base, laying the groundwork for future generations of IO specialists.
Execution
In addition to effective training and education, successful IO requires the identification of specific requirements, subsequent organizational methods and channels to best create and convey a clear, convincing and concise message.  We must protect friendly information and information systems while maintaining the ability to negatively affect those of our adversaries.  Our ability to gather, process, disseminate, and use information more effectively than the enemy at every phase of the operation is critical to our success in the modern battlefield.  Especially in Phase 0 “shaping” operations, dominating the information environment goes a long way to preventing the need for the subsequent phases of deterring, seizing the initiative, dominating, stabilizing and enabling civil authority.

Current doctrine, contained in Joint Pub 3-13 and illustrated in figure 1, calls for the establishment of an ad hoc IO cell at the Joint Task Force (JTF) level to provide IO support for the duration of a single, specific operation.
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These cells are made up of representatives from the various staff elements that play a role in the execution of IO.  Command staffs at all levels, supported by the intelligence community, other DoD agencies and representatives from various other agencies, can call on the expertise of personnel assigned to their component commands, supporting commands, and agencies to assist in the planning process. According to current doctrine, the specific duties and responsibilities of representatives from these supporting organizations should be established between the IO cell Chief and the senior representatives of each supporting organization.  Thus the "JFC’s staff, which includes the IO cell, develops and publishes guidance/plans for IO that is passed to the components and supporting organizations and agencies for detailed mission planning and decentralized execution.”
  A fully functional IO cell integrates “the broad range of potential IO actions and activities that help contribute to the [JFC]’s desired end state.”
 
The IO cell has several significant shortcomings due to the transient nature of its members.  In essence, they cannot perform the long term planning and analysis necessary to conduct successful information operations: they are relegated to a small, supporting, and frequently ineffective role within an operation.   The short-notice activation of the cell also makes it difficult to satisfy the requirement for meaningful interagency participation, as other government agencies usually do not have the assets to support immediate, unplanned actions. 
  The system described above does not adequately address the critical nature and requirement for timeliness involved in successful IO message dissemination.  Additionally, as highlighted in the previous section, there are not enough trained personnel at each command to adequately do IO.  IO is usually so new to the JTF staff that they are required to rely on Forward Support Teams (FSTs).  The FST requires time to learn the unit, its missions, and its assets, and consequently can create delays in the command’s ability to establish a timely and effective IO campaign, ultimately jeopardizing the effectiveness of the IO effort.

One alternative solution would be to create a Joint Information Operations Task Force (JIOTF).  This option envisages a separate group under the JTF that is equal with the service components like the Joint Psychological Operations Task Force (JPOTF), or in the alternative, advises the JTF with reach-back capability like the Joint Inter Agency Task Force (JIATF).  A JIOTF would be staffed primarily from regionally focused organizations that contribute personnel and resources to IO.  These assets would satisfy the requirement for relevant and current information, as well as provide a unified effort with SECDEF/POTUS oversight in the same manner as the SECDEF/POTUS oversees the activities of a JPOTF.  

Because the JIOTF would be embedded inside each Combatant Command, there would not, without additional effort, be a direct link to the national level, critical to the success of IO.  The JIOTF would thus require personnel outside the command be identified to man the IO task force group; other agencies would have to identify or turn over billets to support this task force during peace and wartime.  Because of this, interagency participation might be unlikely or, at best, ad hoc as in the IO Cell.  Thus it is not enough alone.

To counter this criticism, a way to render the JIOTF effective would be the creation of a Unified Information Operations Command (UIOC): a separate functional command, like Special Operations Command or Transportation Command.  This organization would provide substantial improvement to the effectiveness of IO over the current, ad hoc organizations established by JP 3-13. The UIOC would significantly expedite decision making and IO message approval, as well as provide a structure which would perform long term IO analysis and IO contingency planning.

This command could integrate assets and be responsible as a central IO source, much the same way that SOCOM provides global control and coordination of special operations assets.  It would be able to provide support to all levels of command and staffs as a sole source for providing unhindered and clear, concise IO support across the full spectrum of operations.  If resourced properly it could also fill the intelligence gap that currently exists, providing critical information on our potential enemies' information infrastructure through continuous interaction, monitoring, and analysis.  Additionally, this organization could simplify interagency requirements by designating full time interagency billets to one command, providing predictability to affected agencies and the DoD.

Conclusion

Current strategic guidance, joint doctrine and operational practice thus recognize the importance of IO, but continue to fail at the tasks of educating and training both IO professionals and the total force, and effectively implementing IO at the operational level.  While we recognize its components and its inclusion under the rubric of Strategic Communication, we have yet to consistently create individuals that are capable of giving reliable IO counsel to the commander, much less commanders or troops who are well versed in IO themselves.  Moreover, our current doctrine relies on an ad hoc organization to piece together the IO aspects of an operation, ultimately dooming it to failure.  More permanent organizations, such as a JIOTF at each Combatant Command and a UIOC at the national level are required.

To effectively implement foreign policy in this century, mastery of IO by both the armed services and other federal agencies is paramount.  We must get better at this, as it is an essential weapon in a world with one superpower that is, quite fortunately, unwilling to unleash the full weight of its conventional military power.   Moreover, the essence of our foreign policy, promoting political and economic freedom, requires it.  Americans now ultimately rest on the strength of the ideas that have allowed our longevity, as a successful yet experimental nation, as we attempt to gradually shape the world.  Dominating the information environment is crucial to that effort.
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