IMPROVING JOINT RESERVE INTELLIGENCE SUPPORT TO THE SUPPORTED COMMANDS’ JOINT INTELLIGENCE OPERATIONS CENTERS

Captain James T. Cannon, USN

Joint Forces Staff College 

Advanced Joint Professional Military Education

Class 08-09

July 13, 2008

Faculty Advisor:  Commander Shawn Scharf

Seminar B

Biography

Captain James T. Cannon, USN.  CAPT Cannon is an Intelligence Officer and drilling reservist   currently serving as Chief Staff Officer of Reserve Intelligence Area Southeast New Orleans.  He joined Naval Intelligence as an Intelligence Specialist through the Advanced Pay Grade Program in 1984 and received a direct commission in 1986.  He has served as Executive Officer and Commanding Officer of JICCENT 0382 at JRIC Memphis.  He was mobilized to USCENTCOM from October 2001 to September 2003 where he served as Chief of the Operational Plans Branch, Plans Division, Intelligence Directorate (CCJ2-PO) in support of Operations ENDURING FREEDOM and IRAQI FREEDOM.  In his civilian life he is an Assistant District Attorney General for the 27th Judicial District, State of Tennessee.

     The best way to improve the Joint Reserve Intelligence Centers’ (JRICs’) support to the Supported Commands’ Joint Intelligence Operations Centers (JIOCs) is to convert the JRICs into Joint Reserve Intelligence Operations Centers (JRIOCs) staffed by true, not notional, Joint Reserve Intelligence Units (JRIUs) with personnel trained in intelligence, operations and planning.
JRICs
     The January 1995 SECDEF initiative, “Peacetime Use of Reserve Component Intelligence Elements (RCIE), Implementation Plan for Improving the Utilization of the Reserve Military Intelligence Force” resulted in the creation of the Joint Reserve Intelligence Program (JRIP) (Intellipedia, Background).  The Defense Intelligence Community was directed to train Reservists for mobilization by giving them real-world missions during peacetime.  (Intellipedia, Background).  In order to accomplish this mission, the Defense Intelligence Agency (DIA) established 28 JRICs throughout the Continental United States (CONUS).

           A JRIC is a joint intelligence production and training activity that uses information networks to link reservist intelligence personnel with the combatant commands, Services, and/or combat support agencies. A JRIC is located within a Service-owned and managed sensitive compartmented information (SCI) facility and may also include surrounding collateral and unclassified areas involved in the performance and direct management of intelligence production work that uses Joint Reserve Intelligence Program infrastructure and connectivity. The more than 20 JRICs located around the country are equipped to effectively serve as satellite elements to combatant command JIOCs, however they are shared facilities that serve multiple customers and missions. (Joint Pub 2-0, pp. III-11-III-12).

     The JRIP Program Management Office is responsible for:

· Program implementation

· Defending program funding

· Managing Military Intelligence Program (MIP) reserve manday support to Combatant Commanders (COCOM)
· Maximizing Reserve Component use of the JRICs

· Supervising DIA-assigned JRIC Operations Officers

· Assisting in integrating JRICs into the JIOC enterprise

· Developing and implementing the JRIP Program Management Plan (Intellipedia, Organization).

     The JRIP – Information Management (JRIP-IM) is the systems branch of JRIP and is responsible for supplying and maintaining all hardware, software and bandwidth to provide Joint Worldwide Intelligence Communications System (JWICS), Secret Internet Protocol Router Network (SIPRNET) and Director of National Intelligence-Unclassified (DNI-U), formerly Open Source Information System (OSIS), connectivity with the Intelligence Community, the Combatant Commands, Combat Support Agencies, Services and national customers (Intellipedia, Background and Organization).  Connectivity also includes Video Tele Conference (VTC), Voice-over-Internet Protocol (VoIP), and Secure Telephone Units.

     JRICs have truly become nodes on the network.  With the connectivity, nearly anything that can be done at the combatant command JIOCs can be accomplished at the JRICs.  The concept of reachback to the JRICs is no different than when United States Central Command (USCENTCOM) established its Contingency Deployable HQ at Camp As Sayliyah, Qatar and left some of its functions at USCENTCOM HQ at MacDill AFB, Tampa, FL.  In addition, several of the JRIC sites have been identified as continuity of operations (COOP) sites for their Supported Commands.  Overcrowded JIOCs can and do mobilize reservists to the JRICs instead of to the JIOCs.  Not only does this relieve overcrowding, it saves money.  Local reservists are mobilized to their former drill sites often within commuting distance of their homes and, even when not, result in savings in per diem due to their locations.  Several Supported Commands, in addition to assigning mobilized reservists to the JRICs, have also sent contractors and civilian employees to work at the JRICs.

JIOCs

     When the JRICs were first created, there were no JIOCs only Joint Intelligence Centers (JICs).  JIOC is defined as:  “An interdependent, operational intelligence organization at the Department of Defense, combatant command, or joint task force (if established) level, that is integrated with national intelligence centers, and capable of accessing all sources of intelligence impacting military operations planning, execution, and assessment” (Joint Pub 2-0, p. GL-13).  

     In 2003, the Office of the Under Secretary of Defense for Intelligence issued an initiative, “Remodeling Defense Intelligence”, which created the JIOC concept (Akers, Fall 2007, p.69).  In essence, it directed the conversion of JICs into JIOCs.  But what exactly is the difference in a JIC and a JIOC?  According to Akers, it is more a change of mindset than anything else, the JIOC “welcomes cross-agency collaboration and demands routine operations and intelligence interface, creating the energy and momentum that allow our new processes to succeed” (Akers, Fall 2007, p. 70).  The JIOC will bring “together representatives of the intelligence, operations and planning communities to improve the integration of intelligence with the two other fields” (Boland, June 2007).  This will in effect focus intelligence efforts on current conflicts and future battles thus “operationalizing” intelligence (Boland, June 2007).  “One of the key aspects of the JIOCs is to put intelligence in the hands of the operators and the warfighters in time to make a difference,” says Van Garraghty, JIOC-X laboratory director for United States Joint Forces Command (USJFCOM). (Boland, June 2007).  

     In order to more effectively “operationalize” intelligence, the JIOCs will have to adopt “a stay low policy to improve the dissemination of intelligence and information to theater and partner nation forces.  The two major components of this policy are ‘SIPRNET first’ and ‘write for release’” (Akers, Fall 2007, p. 71).  “SIPRNET first” means using sources that will permit posting the products on SIPRNET rather than JWICS where possible.  “Write for release” means avoiding where possible sources that would prohibit release of products to foreign partners by foreign disclosure officers such as Not Releasable to Foreign Nationals (NOFORN) and Originator Controlled (ORCON).  “Today in the interest of common security concerns, we focus on what we can share rather than on what we cannot.  The need-to-know mindset has evolved into a responsibility-to-share mindset” (Akers, Fall 2007, p. 71).      

     The combatant command JIOCs are the primary intelligence organizations providing support to joint forces at the operational and tactical levels. The JIOC integrates the capabilities of DNI (Director of National Intelligence), Service, combat support agency, and combatant command intelligence assets to coordinate intelligence planning, collection management, analysis and support. The JIOC construct seamlessly combines all intelligence functions, disciplines, and operations into a single organization, ensures the availability of all sources of information from both combatant command and national intelligence resources, and fully synchronizes and integrates intelligence with operation planning and execution (Joint Pub 2-0, p. xv-xvi).

     Each COCOM has free rein to structure its JIOC as it sees fit.  The JIOC is also expandable.  During non-crisis periods, JIOC personnel levels are kept to the minimum “to perform essential functions such as Indications and Warning (I&W), current intelligence, collection management, and General Military Intelligence (GMI) production (to include systems analysis of the adversary and other relevant aspects of the operational environment)” (Joint Pub 2-0, pp. III-8-III-9).  During crises, the JIOC can be expanded to receive “personnel from organizations of other combatant commands, other commands, Reserve components, and national intelligence organizations” (Joint Pub 2-0, p. III-9).  The JIOCs, like their predecessors the JICs, will have access to national intelligence capabilities through DNI representatives, interagency representatives and/or Defense Joint Intelligence Operation Center (DJIOC) forward element (DFE) (Joint Pub 2-0, p. III-9).

     For combatant commands having a JIOC construct which includes staff functions

(e.g., operations and/or planning) in addition to intelligence, the CCDR (Combatant Commander) is responsible for determining and specifying the respective roles, responsibilities, and relationships between the combatant command J-2 and the JIOC. In such cases, whether or not designated as chief of the JIOC, the J-2 shall retain authority to manage and direct all military intelligence personnel and resources assigned to the combatant command (Joint Pub 2-0, p. III-9).

     Suggested functions of the JIOC are:

(a) Coordinating the intelligence effort of subordinate joint force commands.

(b) Coordinating the theater collection plan and employment of theater assigned

      and supporting sensors.

(c) Developing and maintaining databases that support planning, operations, and

      targeting.

(d) Validating assessments from higher, lower, and adjacent sources.

(e) Conducting ISR (Intelligence, Surveillance and Reconnaissance) visualization and 
     participating with J-3 in the dynamic management of ISR assets.

(f) Submitting national collection requirements to the combatant command DNI

     representative.

(g) Coordinating with J-3 to ensure intelligence is fully synchronized and integrated    

     with operations.

(h) Coordinating with J-5 to ensure intelligence is fully synchronized and integrated   

     with plans.

(i) Conducting all-source intelligence analysis and production in support of joint force

     and component command requirements.

(j) Employing red teams to address the CCDR’s most pressing intelligence and 

     operational issues from the adversary’s perspective.

(k) Serving as the focal point for intelligence planning (Joint Pub 2-0, pp. III-9-III- 

     10).

     The JIOC is different from the JIC.  The JIC was more like a research think tank.  Country experts constantly researched all aspects of their countries and were ready to brief on new developments and orders of battle, produce biographies of key players, and prepare military capability studies, area orientation studies, and special topic papers.  There was minimal interaction with J-3 Operations and J-5 Plans.  At USCENTCOM, J-2 Plans Division acted as a go between.  

JRIOCs

     The supporting JRICs were patterned on JICs.  While the JIC might cover 27 countries, those countries were divided between several JRICs.  Now, the JICs have become JIOCs and, although each combatant command can organize and assign personnel as it sees fit, operations and plans are now embedded with intelligence.  Reservists coming off of mobilization and returning to the JRICs in a drilling status are now accustomed to working with operations and plans and have a wealth of experience and knowledge.  In addition, reservists are now taking JPME Phase I and JPME Phase II or AJPME and are being indoctrinated into operational planning, the focus of the JIOCs.  Why not convert the JRIC into a JRIOC?  Each JRIOC can then become a Center of Excellence for a specific mission or a geographic area.  They can work on the Joint Intelligence Preparation of the Operational Environment (JIPOE), Courses of Action (COAs), Prioritized Intelligence Requirements (PIRs) and Annex Bs and function as Red Teams.  

     Personnel at the JRIOC should consist of drilling reservists, mobilized reservists, contractors, civilian employees and even active duty military with backgrounds in intelligence, operations and planning.  They can be incorporated into the teams at the JIOC through the available connectivity to work “side-by-side” or, if the JIOC is focused on a particular mission or area, the JRIOC can fill the coverage gaps.  Another possible mission for the JRIOC is to supply personnel for a deployable JIOC in support of a Joint Task Force, something that should be explored by USJFCOM’s Joint Transformation Command for Intelligence creation JIOC-X.
     If the JRICs were meant to mirror the JICs and the JICs have converted into JIOCs, it is time to make the JRIC into a JRIOC to achieve synchronization of intelligence, operations and planning.  But how should the personnel at the new JRIOCs be organized?

JRIUs

     A JRIU is defined as a “reserve unit having a commander, distinctive or derivative unit identification code (UIC), and comprising Selected Reserve members from multiple services.  JRIUs are not authorized under current law” (JAC-JRISE).  Joint Reserve Units (JRUs) are not a new concept by any means.  In 1991, United States Transportation Command (USTRANSCOM) formed the Joint Transportation Reserve Unit (JTRU) (Hopkins, 1997, p. 2).  “The Joint Staff approved the JRU concept in 1995.  USJFCOM, then the U.S. Atlantic Command, implemented their JRU in 1996 (Global Security.org, April 26, 2005).  

     In March 1997, the Director of the DIA requested the Joint Staff approve the establishment of a J2 JRIU that currently supports the DIA/Joint Chiefs of Staff (J2) (JRIU, Concept of Operations, Executive Summary).  This request was a result of a January 1995 memo from the Deputy Secretary of Defense directing the DIA to develop a plan for the establishment of JRIUs and the Chairman of the Joint Chiefs of Staff (CJCS) to review and approve JRIU proposals (JRIU, Concept of Operations, p. 2).  This JRIU is a notional unit and does not have an official status as a joint unit.  It is composed of individual mobilization augmentees (IMAs) from the Air Force, Army and Marine Corps and two Navy Reserve Intelligence Units (JRIU, Concept of Operations, p. 3).

     At the present time, the reservists at the JRICs are either individual mobilization augmentees (IMAs) or members of service intelligence units.  Until very recently, the Air Force, Army and Marine Corps personnel at the JRICs were IMAs and only Navy personnel were organized into intelligence units with commanding officers, executive officers, department heads, etc.  The Army has now stood up the Military Intelligence Readiness Command that as part of its mission has organized its IMAs into detachments.  At JICTRANS from 1997 to 2000, the reservists consisted of a Navy intelligence unit and two Air Force enlisted who worked informally with the unit.  At JICCENT 0382 from 2000 to 2001, the Production Department consisted of Navy unit personnel, one Air Force officer and two Army officers who were informally attached to the unit.  

     USCENTCOM, as an example, has created notional joint reserve intelligence units at their supporting JRICs under the CENTCOM Intelligence Support Center (CISC) concept.  The “commanding officer” of this notional JRIU is called the “Remote Director of Intelligence”.  There are “Senior Service Representatives” for each service that has personnel at the JRIC.  There is also a “Senior Enlisted Leader”, a “Director of Production” and a “Reserve Element Manager”.  This is a noble effort but it is not a substitute for a true JRIU.  

     It is time to create true JRIUs to be assigned to work at the new JRIOCs.  There should be a true commanding officer (CO).  The position of CO can rotate among the services or be held by the service with the most personnel.  There should be a Reserve Unit Assignment Document with its own Reserve Unit Identification Code and the Services should be directed to assign personnel with backgrounds in intelligence, operations and planning to those billets.  There should be an Administration Department with personnel from all the services to, among other things, prepare the officer and enlisted performance evaluations required by all the services and those evaluations should be signed by the CO with the rated person to be compared to all personnel of all services of similar rank/grade.  A true JRIU could be mobilized as a unit instead of as IMAs, either to man the JRIOC or to form a deployable JIOC in support of a JTF.
     The Goldwater-Nichols Act was passed in 1986.  The JRIU concept was proposed in 1995.  It is time to bring true jointness to reserve intelligence.  The most efficient and effective way for reserve intelligence to support the Supported Commands’ JIOCs is to convert the JRICs into JRIOCs staffed with JRIUs whose reservists can apply their experience and knowledge to support not only all source intelligence analysis but also operations and plans.  Twenty-two years is too long a time to wait.
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Glossary of Terms

AJPME

Advanced Joint Professional Military Education

CDRR


Combatant Commander

CISC


CENTCOM Intelligence Support Center

CJCS


Chairman, Joint Chiefs of Staff

COA


Courses of Action

COCOM

Combatant Commander

CONUS

Continental United States

COOP


Continuity of Operations

DFE


DJIOC Forward Element

DIA


Defense Intelligence Agency

DIOCC

Defense Intelligence Operations Coordination Center

DJIOC


Defense Joint Intelligence Operations Center (Subsequently merged with 




United States Strategic Command’s (USSTRATCOM’s) Joint Functional 




Component Command for Intelligence, Surveillance and Reconnaissance 




(JFCC-ISR) to form the Defense Intelligence Operations Coordination 




Center (DIOCC) (Defense Daily, 10/8/2007).
DNI


Director of National Intelligence

DNI-U


Director of National Intelligence-Unclassified

GMI


General Military Intelligence

IMA


Individual Mobilization Augmentee

ISR

Intelligence, Surveillance and Reconnaissance

I&W


Indications & Warnings

JDAL


Joint Duty Assignment List

JIOC


Joint Intelligence Operations Center

JIPOE


Joint Intelligence Preparation of the Operational Environment

JPME


Joint Professional Military Education

JRIC


Joint Reserve Intelligence Center

JRIOC


Joint Reserve Intelligence Operations Center

JRIP


Joint Reserve Intelligence Program

JRIU


Joint Reserve Intelligence Unit

JRU


Joint Reserve Unit

JTRU


Joint Transportation Reserve Unit

JWICS


Joint Worldwide Intelligence Communications System

MIP


Military Intelligence Program

NOFORN

Not Releasable to Foreign Nationals/Governments/Non-US Citizens

ORCON

Dissemination & Extraction of Information Controlled by Originator

OSIS


Open Source Information System

PIR


Priority Information Requirements

RCIE


Reserve Component Intelligence Elements

SCI


Sensitive Compartmented Information

SIPRNET

Secret Internet Protocol Router Network

UIC


Unit Identification Code

USCENTCOM
Unites States Central Command

USJFCOM

United States Joint Forces Command

USSTRATCOM
United States Strategic Command

USTRANSCOM
United States Transportation Command

VoIP


Voice-Over-Internet-Protocol

VTC


Video Tele Conference
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