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I.  Introduction

“Modern military operations demand more than tracking unit positions and engagement zones.  Increasingly, military action must be informed by political, economic, and cultural understanding… Integral to this effort will be employment of knowledge enhancement centers within which intelligent computer agents help elite analysts search, filter, and classify information to produce a comprehensive understanding of the environment as quickly as possible…Rapid information collection, analysis, dissemination, decision-making, and execution are critical to winning the life-and-death race for combat effectiveness.”


As the world transitions from the Post-Cold War period to an era of increasing global integration that promises a turbulent future, it is incumbent upon the U.S. military to optimally synchronize its warfighting capabilities with other elements of national power.  

Key to enhanced employment of military power will be harnessing the tremendous potential of emerging technologies to more effectively translate national strategic goals into comprehensive operational options for Combatant Commanders, enhancing their understanding of the goals they serve, enemies they face, capabilities they command, and the advantages and disadvantages of operational avenues open before them.


This heightened level of understanding cannot be solely achieved “in the field.”  Nor will it come from the intellectual debate of policy coordination committees in Washington D.C.  Rather, heightened support for warfighting commanders will best emerge from an innovative, inclusive, and rigorous process of knowledge enhancement coordinated by the U.S. Strategic Command (STRATCOM) in Omaha, Nebraska.   

As the nation’s provider of Information Operations
, STRATCOM has an unprecedented opportunity to strengthen the linkage between strategic planning and operational execution by establishing an Information Support Operations (ISO) Directorate.  Such a directorate would leverage the enhanced connectivity and computer-assisted analytical capabilities of the 21st century to provide timely support for potential or on-going operations.      

II.  Overview

“The politician should fall silent the moment that mobilization begins.”







Field Marshal Von Moltke



There was a time when military leaders could contend, as did German Chief of Staff Hemulth von Moltke before the First World War, that policy-making and war waging were separate worlds.  Clearly that is no longer the case.  Increasingly, America’s conflicts illustrate the need for close alignment between political goals and military means to guide theater–level operations.  


Operations ENDURING FREEDOM and IRAQI FREEDOM (OEF/OIF) are the most recent examples of this imperative, reinforcing lessons learned from the selective use of force in Haiti, Bosnia, Kosovo, and Kuwait.  In OEF/OIF, the U.S. military’s historically unprecedented ability to deliver precision weapons led to rapid dominance of the battlespace.  Destruction of the enemy’s conventional military forces, however, ushered in a period of violent insurgency, marked by challenges in goals definition, means selection, and progress measurement toward strategic objectives. 


In this “nation-building” phase of conflict, all elements of U.S. and coalition power -- diplomatic, intelligence, military, and economic -- must be brought to bear in an integrated and choreographed fashion.  ISO would aid this effort via:


Organizational Innovation.  STRATCOM’s ISO Directorate would translate policy guidance into assessed operational options by acting as a process catalyst.  The ISO Directorate would maintain a full-time group of military operators and information analysts who would assemble the latest guidance regarding the strategic goals of potential or on-going engagement.  They would use this information, along with operational requirements generated by Combatant Commander staffs, to integrate planning support from throughout the government – and beyond government - to address complex issues facing commanders on the front lines.  As such, the ISO Directorate would act as a requirements and capabilities coordinator focusing on the operational level of conflict, augmenting the analytical capabilities of forward-positioned staffs. 


Technical Innovation.  The backbone of this enhanced planning effort would be the 21st century global information grid, coupled to advanced software applications that mine critical data, connect and display personal and causal relationships, and assess and project pattern analysis of enemy actions.  The resultant findings would help clarify politico-military options at the operational level of conflict.  Such information would be tailored in its delivery, pushed to consumers to provide critical information at optimum times.     


Expanded Analysis.  Insights assembled from experts via STRATCOM’s ISO Directorate would help prescribe the operational-level effects most supportive of strategic goals.  Resultant actions would support Effects Based Operations and could be lethal, non-lethal, constructive, or destructive in nature.  Additionally, to the greatest extent possible, such recommendations for force employment would also suggest metrics by which to gauge progress, aimed at refining future uses of force.  


Operational Options Mapping.  The output of this effort would be three products:   (1) a periodic strategic goals update, coordinated with the Joint Staff and OSD, (2) a summary of key actors and variables facing operational commanders, including independent/dependent relationships, and (3) a menu of operational options, including kinetic and non-kinetic joint force packages geared toward dissuading, deterring, or defeating enemy actions.     


III.  Current Information Operations 

 
Information Operations today are primarily focused on the execution of warfighting, to include electronic warfare, computer network attack and defense, military deception, psychological operations, and operational security.
    

Offensive IO is a force enabler of greatest impact prior to hostilities and during the initial stages of a crisis.
  Offensive IO includes operations security, military deception, psychological operations, electronic warfare, and physical attack/destruction of information systems and command and control capabilities.  It also includes special information operations that may involve computer network attack.  

Defensive IO protects friendly information and information systems.
  It has four interrelated processes involving information environment protection, attack detection, capability restoration, and attack response.  Defensive IO actions include information assurance, physical security, counter-deception, counter-psychological operations, counterintelligence, and electronic warfare. 

IO is used at every level of war and should be a vital component of all operations.  At the strategic level, IO seeks to influence the perceptions and decision-making of opponents.
  At the operational and tactical levels of conflict, IO targets information-dependent processes, both human and automated.  A number of references frame the current scope of IO efforts:  

Joint Publication 1, Joint Warfare of the Armed Forces of the United States, defines information as a strategic resource that is vital to our national security.
  Information superiority is an enabler for the application of military power, whose objective is to assure the timely, reliable, and secure flow of accurate information while disrupting an opponent’s ability to do the same.
  

Joint Publication 3-13, Joint Doctrine for Information Operations, provides guidance for IO execution.  It recommends Joint Force Commanders establish IO cells and integrate IO into overall operations planning.
  

Joint Publication 6-0, Doctrine for Command, Control, Communications, and Computer (C4) Systems Support to Joint Operations, describes the importance of unity of effort to exploit total force capabilities, properly position critical data, and fuse key information.

Service IO organizations and references enact joint doctrine.  The Air Force’s Air Intelligence Agency provides IO forces and expertise in Information Warfare, Command and Control Warfare, and information security to Air Force major commands.
  Field Manual 100-6 describes the Army’s Information Operations doctrine while Army Vision 2010 envisions IO efforts that are fully synchronized and collaborative with joint and coalition warfighting efforts.
  Marine Corps IO policy is directed by USMC Order 3430.8, which describes IO efforts at the tactical and operational levels of war, concentrating on enemy command and control targets.
  U.S. Naval Doctrine Publication 6 highlights Information Warfare as a core enabler for naval operations.

STRATCOM already plays a leading role in implementing IO.  It oversees the nation’s Joint Information Operations Center (JIOC), an organization that integrates Information Operations into military plans.  Located at Lackland Air Force Base, Texas, the JIOC became operational in 1999 and provides Command and Control Warfare (C2W) technical and tactical support to operational commanders.  It also deploys IO planning teams worldwide in support of combatant commanders.

As noted, the Joint Staff, Services, and Combatant Commands today primarily focus IO efforts on preparing to degrade enemy electronic systems while simultaneously protecting U.S. and coalition capabilities. None of these organizations yet formally defines IO so broadly as to include synthesizing information to amplify U.S. operational effects.  Toward that end, ISO would be defined as follows: 


Information Support Operations develop tailored and interdependent options supporting strategic goals via the integration of cultural, economic, military, and political factors, leading to analytically supported recommendations for applying power at the operational-level of engagement and warfighting.


IV.  ISO Structure



“We will direct every resource at our command – every means of diplomacy, every tool of intelligence, every instrument of law enforcement, every financial influence, and every necessary weapon of war – to the destruction and to the defeat of the global terror network.” 

President George W. Bush

September 20, 2001

STRATCOM’s ISO Directorate would aid interagency policy and action coordination efforts by serving as a catalyst for information gathering and analysis to help marshal “…every resource at our command.”  Organizations contributing to ISO could include, at a minimum, the National Security Council, Departments of Defense, State, and Treasury, intelligence agencies, and non-governmental organizations such as think tanks, academic centers, disaster relief agencies, and private industry.

Recent discussions with the NSC staff indicate that there is no office outside the military currently responsible for translating strategy into operational options.
  This void has resulted in competing assessments of how to best achieve U.S. goals, placing stress on even long-established relationships with other countries.

STRATCOM’s ISO Directorate would fill that role.  Representatives of the Office of the Secretary of Defense would be key players in the ISO effort, especially staff members from the Under Secretaries for Intelligence and Policy.  Additionally, OSD International Security Affairs regional desk officers would contribute valuable cultural and geo-political information to ISO.  

The Joint Staff would enhance ISO via participation of the Directorates for Intelligence (J-2), Operations (J-3), and Strategic Plans and Policy (J-5).  Joint Chiefs Chairman General Richard B. Myers recognized the need for an overarching integrating informational initiative recently, noting “many inherently global military mission areas are of increasing importance to our security and cannot be addressed well from a regional perspective.” He included Information Operations among these mission areas and noted that a wide, unified perspective provides an essential starting point for operational success.
  

The Intelligence Community would play a vital role in supporting ISO.  DIA and Service intelligence organizations would be especially important.  DIA manages the Intelligence Information Program that coordinates the production and dissemination of intelligence throughout DOD.  As part of this effort, intelligence centers belonging to Joint Force Commanders provide detailed information from their areas of responsibility.  Joint reserve intelligence centers could also contribute to ISO, conducting analytical studies that leverage their ability to dwell on a project, secure from the pull of competing events.

Humanitarian, academic, and private organizations could be called upon, as needed, to take advantage of their vast knowledge.  For example, the Council on Foreign Relations and the Center for Strategic and International Studies both contain an extraordinary retinue of scholars-in-residence, who could provide detailed cultural and ethnic information to enrich our understanding of the impact of operational options.  

Superb academic institutions such as Tufts University’s Fletcher School of Law and Diplomacy, Georgetown’s School of Foreign Service, and the Johns Hopkins’ School of Advanced International Studies also boast impressive faculties that could support ISO development.  Federally Funded Research and Development Centers such as RAND, the Institute for Defense Analysis, and MITRE are additional repositories of knowledge that could be tapped.  These organizations maintain professional staffs with extraordinary levels of talent. 

Private industry can offer further insights.  Government contractors and private knowledge brokers such as Oxford Analytica, for example, can access nearly unlimited avenues of knowledge.  Oxford Analytica is regularly consulted by insurance, banking, and investment organizations seeking to assess risk by more fully understanding the operational environment within which they are considering doing business.

While the vast array of talent available from government sources and the private sector is impressive, it is too much to expect each Combatant Commander to sustain an organization capable of integrating such knowledge.  As shown in the following diagram, centralizing such an effort in STRATCOM would foster long-term professional relationships with many of these institutions and begin the process of pushing to supported commanders operational options that are widely vetted and in alignment with strategic priorities.  
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V.  ISO Process  



The ISO process would define goals and map the environment within which US forces are or may be operating; analyze key actors – known as “spoilers” - who stand in the way of goals attainment; and employ computer-based tools to preview and assess the potential impact of operational options.  Major initiatives would include:  

Environment Mapping.  The tremendous talent resident in organizations available for ISO participation would provide valuable insights into the environment within which American and coalition forces may operate.  ISO reach-back could provide highly detailed demographic analysis of sub-national groupings, to include tribal, racial, religious, and political affiliations.  

Commercial firms have developed highly effective tools for mapping, analyzing, and displaying political and economic affiliations for use in U.S. political campaigns, lobbying, and sales.  Many of these tools could be adapted to survey foreign areas, to better understand details of competing or allied interest groups.  Indeed, much of this information may already have been compiled by foreign governments on their own people and available for exploitation.  

The charting of economic centers and activities would provide important insights into vital interests and common aspirations, providing leverage for American power.  Mapping logistical arteries and commercial transportation flow paths, long a staple of military planning, would provide additional information to uniformed decision makers, as would traditional assessments of military force locations, morale, and capabilities.

Spoiler Identification.   The informational mosaic pieced together by these efforts would serve as the foundation from which the ISO Directorate would conduct “spoiler” analysis, identifying “the goal of the spoiler, the intent behind acts of non-cooperation or aggression, the degree of commitment of the spoiler, the degree of leadership command and control of followers, the degree of unity within the spoiler, and the likely effects of custodial action on the spoiler’s willingness to continue aggression…”

Analysis provided to Combatant Commanders would include identifying potential spoilers and defining them as inside or outside (i.e., not party to) ceasefires or settlements; assessing whether they are limited in their goals (hence susceptible to co-option) or unlimited in their demands (and best dealt with by force); and describing them as leading top-down organizations ripe for decapitation or being part of broad-based movements that must be engaged on a wider scale.  Additional analysis would note the number and inter-relationship of spoilers, because efforts to weaken one may strengthen another.  “Red team” assessments of possible foreign faction countermoves to U.S. and coalition initiatives would provide further insights into the effects that could result from political and military initiatives.  

Methods of spoiler management include both positive and negative behavioral reinforcement aimed at inducing change, establishing and strengthening norms of behavior, and – when necessary - coercing compliance with U.S. goals.  Such methods may be used singly, sequentially, or consecutively to achieve desired effects.

Predictive Modeling.  An intriguing area that holds promise for translating strategic goals into operational options is computer-based analysis of artificial societies.  Groundbreaking work underway in academic institutions indicates that in many cases human societies organize, and collapse, in discernable patterns that span cultural differences; patterns of behavior that increasingly can be replicated artificially.  

The identification of cross-cultural social dynamics could lead to applying national power in more effective and efficient ways, even when facing grave societal tensions.  For example, recent computer modeling has created self-segregating social groups and identified clear patterns of group behavior leading to social instability, even genocide.  As computers have grown more powerful, variables programmed into such analytical models more closely mirror the human condition, allowing the thousands of actors populating cyber-worlds to be highly individualized, each pursuing unique goals, exhibiting differing levels of industry, and acting upon varying degrees of situational awareness.  

Despite this complexity, the patterns that emerge from repeated computer runs are intriguingly consistent, helping identify key actions that could have a disproportional effect toward desired goals (i.e. “tipping” the situation in your favor).  As noted in a recent article on the subject, the latest computer-generated artificial societies “can come within hailing distance of replicating, in a general but suggestive way, the larger trends of real societies, and even some of the smaller tends…. (Such modeling) may also eventually suggest where to look for the sorts of small interventions that can have large, discontinuous consequences.”

VI.  ISO Products  

Information Support Operations would support Combatant Commanders by providing three core products to help define and achieve mission success:

Strategic Goals Summary.  As the primary agent of Information Operations and Global Strike, and as part of a CONUS-based command, STRATCOM’s ISO Directorate would regularly pulse an interagency and extra-governmental constituency to deliver to forward Combatant Commanders the latest assessment of the desired end-state to be achieved by the application of U.S. military power.  Such periodic strategic assessments would serve as the foundation of operational options analysis modeling and planning.   

Variable Identification and Analysis.  Relying on networked connectivity, the ISO Directorate would leverage expertise resident in government, academia, think tanks, and businesses to build relationship models of the environment within which U.S. forces are or may soon be operating, to analyze key actors’ motivations, loyalties, and concerns.  Independent and dependent variables would be identified and assessed for relative importance.  The resultant findings would be used to model a cyber-society upon which to assess the potential impact of operational options.   

Operational Options Charting.  A menu of operational options would then be evaluated via advanced modeling techniques, as well as more traditional analytical methods, to determine the most effective application of U.S. and coalition power:  its type, target, degree, and effect.  Combinations of concurrent and consecutive options would be tested to estimate the best matching and sequencing of actions in support of strategic goals.  Such options would combine military, economic, informational, and diplomatic power to dissuade, deter, or destroy the enemy.  

The resulting estimates of operational options would be provided to Combatant Commanders for consideration of implementation, to assist in seizing the initiative, foreclosing enemy options, and maximizing coalition effectiveness.    



     Information Support Operations could prove exceptionally valuable in support of on-going military operations in Iraq and Afghanistan.  In both conflicts, on-scene forces are striving - under extreme pressure and with limited resources - to conduct operations that best serve complex strategic ends: enhancing national cohesion and regional stability via nation-building, interest-group balancing, counter-insurgency operations, and counter-terrorism efforts.  

     ISO analysis would augment Combatant Commander planning efforts by providing the latest strategic guidance, gathering and integrating political and military insights from within and beyond the U.S. government, and conceptualizing and testing operational options that involve positive and negative inducements to behavior, against or in concert with combinations of internal and external actors.

     Resultant ISO insights provided by STRATCOM to the Combatant Commander could include: the location of friendly, unfriendly, and rival organizations and interest groups; the relationships between them; the best method to influence their behavior; the optimum combination and application of military and political forces to achieve our goals; key metrics to measure success; and follow-on tasks to begin planning toward.

     The Combatant Commander would then consider these insights for development into detailed operational plans for execution on the battlefield.   


VII.  ISO Context
As the ISO provider, STRATCOM would usually be supporting forward Combatant Commanders in the execution of their tasking.  Per Joint Publication 1, a supported commander has authority to use another organization to aid, protect, complement, or sustain its forces.
  The supporting commander determines the forces, tactics, methods, procedures, and communications to provide the required support.
  In this role, STRATCOM would push information forward to theater commanders, placing cutting-edge technologies and analytical processes at the service of engaged forces worldwide.  

In decades to come, however, STRATCOM may find itself as the supported commander, as U.S. warfighting capabilities mature in the areas of global kinetic and non-kinetic strike, missile defense, and Information Operations.  In such cases, STRATCOM’s ISO Directorate would provide in-house support that draws upon information from regional combatant commanders as they operate in a supporting role.  

In either case, the ability to swiftly and imaginatively integrate information so as to offer decision-makers sophisticated operational options that have been analytically evaluated and represent a strategy-to-operations continuum will prove increasingly valuable as the 21st century unfolds.    


VIII.  Conclusion 



As we look to the future, the complexity of increasing global integration will pose tremendous challenges to politico-military planners, requiring a highly refined effort to anticipate and shape events toward clearly defined strategic ends.  

It is unrealistic to expect each Combatant Commander to retain the sophisticated network and tools required to achieve that end.  Rather, advanced strategy-to-operations planning support can best be provided by a centrally located and permanently dedicated group of information management experts.  The appointment of US Strategic Command as the nation’s Information Operations leader provides an opportunity to develop such a capability in support of Combatant Commanders wherever they may be located, to amplify their military impact, save lives and dollars, and terminate conflict on favorable terms in the fastest manner while achieving national strategic objectives.
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